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SDN Research 

Software Defined Networking ….   and Security 

Sezer, S., et al. “Are We Ready for SDN? Implementation Challenges for Software-Defined Networks” IEEE Communications Magazine, July 2013 
 

Scott-Hayward, S., O’Callaghan, G. and Sezer, S. “SDN Security: A Survey” IEEE SDN4FNS, November 2013 



Problem Description 

 Fundamental security challenge is the ability for a 

malicious application to access network state information 

and manipulate network traffic for nefarious purposes.  

  

 Northbound Interface (NBI) Communication involves: 

• Reading Network State 

• Writing Network Policies 

 

 Objective:  Protect against unauthorized control   

     function access attempts 



Floodlight Architecture 

OpenFlow Controller Article, Floodlight Architecture and Relationships, http://www.admin-magazine.com/  



Problem Description 

 Weaknesses in current approach: 

• No authentication of RESTful API commands 

• No scheme to ensure rules installed do not overlap or interfere 

with one another 

• Applications do not have to provide identity information 

• No application regulation or behaviour inspection after installation 

 Potential Solutions: 

• Rule conflict detection and correction 

• Application identification and priority enforcement 

• Malicious activity detection and mitigation 



System Design 

System Attributes: 

1. Define a complete set of permissions 

2. Provide a secure storage structure for saving unique application IDs 

mapped to the set of permissions granted to that application 

3. Provide a means for the network administrator/operator to 

add/remove application permissions (by its unique ID) 

4. Provide a REST call for applications to query the controller and 

discover their assigned permissions 

5. Secure the methods, in the Floodlight controller, that carry out the 

functions described by each of the permissions in the permission set 

6. Log all unauthorized operation attempts to a log file for auditing 

purposes 



Permissions Categorization 



Application Permissions 

Application Permissions Management: 

 Unique ID is key to access LinkedHashMap structure storing application permissions 

(encrypted and serialized) 

Application Permissions Interrogation: 

 

 

 

 

 

Application Permissions Querying: 

 REST URI:  /wm/security/<id>/permissions/json 

 



Operation Checkpoint 

Operation Checkpoint: 

  Floodlight Method getAllSwitchMap has been     

 modified to incorporate the new security mechanism 

 

 

 

 

Unauthorized Operations Log: 

   <date><time><applicationID><deniedpermission> 

 



CircuitPusher Example (1/5) 

 CircuitPusher …“utilizes Floodlight rest APIs to create a bidirectional 

circuit, i.e. permanent flow entry, on all switches in route between two 

devices based on IP addresses with specified priority”  

Floodlight Controller, User Documentation -> REST Applications -> Circuit Pusher, 19 Nov 2012, bit.ly/1qZ1Rjk/  

OpenvSwitch (10.80.80.10) 

Host (10.80.81.45) 

OpenvSwitch (10.80.80.11) 

Host (10.80.81.55) 

Floodlight (10.80.80.12) 

CircuitPusher Required Permissions: 
• read_topology 
• flow_mod_route 
• set_flow_priority 
• flow_mod_drop 



CircuitPusher Example (2/5) 

 With no permissions granted to circuitpusher, the attempt 

to add a bidirectional circuit fails in an attempt to retrieve 

switch details: 



CircuitPusher Example (3/5) 

 After the read_topology permission is added, the initial 

commands of the application complete successfully: 

 

 

 

 

 

 However, ovs-ofctl dump-flows <dpid> shows switch flow 

table empty 

 

 



CircuitPusher Example (4/5) 

 Once the remaining permissions are added 
(flow_mod_route and set_flow_priority), the circuit is 

installed correctly with flow rules installed at the switches: 

 

 



CircuitPusher Example (5/5) 

 The log file holds the record of the unauthorized 

circuitpusher access attempts: 



Performance 

Avg. Std. Dev. 

Execution Time (μs) without OperationCheckpoint 5.625 2.955 

Execution Time (μs) with OperationCheckpoint 372.750 103.191 

Latency (μs) 367.125 102.437 

OperationCheckpoint introduces limited latency to the Floodlight Controller: 
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Conclusion 

Problem:  

 Malicious/Unauthorized SDN Applications pose a security threat to 

the network 

Solution: 

 Protect against unauthorized control  function access attempts i.e. 

contain the application functionality 

Future Work: 

 Malicious activity detection and mitigation (using log file results) 

 Abstraction to support alternative southbound protocols 

 



 

Thank you! 
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